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Abstract

Through exploring the scope at which public school students have the right to privacy of thought,

ideas and content, it is clear that the school administration and district hold the greatest power.

However, this line of privacy has become even more nuanced since the use of technology has

become pervasive in the school environment. The extent of which districts and schools must
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provide explicit and clear limitations and rules of governance over technology usage is critical in

providing a safe space for both students and the district. The response of administrators to

situations in which a student breaks these limitations should first prioritize the privacy of

students if the content was not created for the means of disruption or violence.

Scenario

Over the weekend, Principal Treble received a notification on the district software Gaggle that

lewd, indecent and vulgar writing had been found. The writing in question was written the day

before, on Saturday. On Sunday, Principal Treble read the content that was flagged by the

software. It was a long fictional story that seemed within the genre of fan fiction. In the story,

explicit sexual content was written in great detail. The story also included pictures of a young

woman dressed provocatively - though the pictures did not include the face of the young woman.

Kendra Jaylen was called into the office on Monday by Principal Joyce Treble to discuss the

writing of the sexually explicit content that the software flagged. Kendra, a 15 year old

sophomore, was unaware that she wrote that particular story on the Google Docs that was

through her school account. She discussed how the story was not for school purposes and that

she was working towards being a writer in the future.

Principal Treble remarked that she would have to call Kendra’s parents to inform them of the

story and share it with them. Kendra said that it was against her right to privacy since the story

was personal in nature and wasn’t for anyone else. She was unaware that any content written on
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a school account was fodder for administration, parents, and teachers to read. Kendra believes

that the software has pushed beyond the lines of privacy, since the content wasn’t being utilized

in a school setting - but merely was a school account. She also feels as if her 1st amendment

rights have been violated and does not want her parents informed. She asserts that it is fictional

and therefore it has caused no harm and is not an indication of her personal behavior and does

not want her parents involved.

The school does not have a digital citizenship program. The district does have an Acceptable Use

Policy embedded within its Student Code of Responsible Ethics (SCORE) but upon checking,

the student didn’t ever have her parent sign the form at the beginning of the year.

RELEVANT CONSTITUTIONAL AMENDMENTS

1st Amendment: Protection of a students’ freedom of speech.

4th Amendment: Protection from unreasonable searches and seizures by the government.

5th Amendment: Protection of self-incrimination in a public school setting.

RELEVANT CASE LAW

Tinker v. Des Moine (1969)

In this case, the court decided that teachers and students do not shed freedom of expression

within school walls. It was determined that students who were wearing armbands in protest of
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the Vietnam War were within their first amendment rights to express themselves as it did not

“materially and substantially interfere" with the operation of the school.

Bethel School District v. Fraser (1986)

In this case, the court upheld that students be legally suspended for lewd speech and that schools

hold within their rights to prohibit offensive and lewd speech or expression. In this case,

Matthew Fraser, in front of 600 classmates, gave a speech that included explicit sexual inuendo

within the context of a school political speech. Chief Justice Burger stated that districts could

control speech when it was inconsistent with the "fundamental values of public school

education.”

Morse vs. Frederick (2007)

In a turn around from Tinker v Des Moines Schools, the court upheld that schools can limit

student speech if it is disruptive. In this case, a student held up a “Bong Hits for Jesus” poster

during a school-sponsored event. The court, in ruling for Morse, confirmed that the right to free

speech of public school students is not as extensive as those of adults and that there are limits to

which the ruling of Tinker v Des Moines (1969) would reach.

BL v. Mahanoy Area School District (2020)
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In this case, a student who posted and published on her personal social media account,

disparaging words towards the school and school personnel, was protected by the court. She was

suspended but argued that her off campus speech was not under the purview of the school. The

judges reaffirmed that schools have the right to prohibit speech on campus, but concluded that

off campus speech falls under the parental responsibility and that the regulation of student

off-campus speech raises serious concerns of the first amendment rights of students and that, as

Justice Samuel Alito stated, “officials should precede cautiously before venturing into this

category.”

ARTIFACTS

Artifact 1: Acceptable Use Policy
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Artifact 2: Student Code of Responsible Ethics (SCORE)

Artifact 3: SCORE Administrative Response
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STEPS TO ADDRESS SCENARIO

As the administrator, it would be important to first have a conversation with the student. At this

point, we would discuss the facts of what was presented through the Gaggle Software. This

would be followed by the going through school policy on usage of school accounts and how her

story breached those rules. It would be important to also discuss concern over the

appropriateness of the writing. It was made clear that that student and her parent never signed the

SCORE and Acceptable Use Policy documents.

After reviewing the Student Code of Responsible Ethics (SCORE), as administrator I would

move forward as a warning. Though the speech was indecent and lewd, it by no means disrupted

learning or the school environment, as it was never meant to be seen by anyone but her. This

clearly feels like “off-campus” material that was inadvertently posted through a school account.

Once the student understands the limits of her privacy using school accounts, it seems that it
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would be unnecessary to move forward with disclosure to the parents or to elevate this higher.

Though sexual in nature, the content of the story didn’t expose any threat to herself or others and

therefore should remain private to her.

However, in understanding that she has not had her Acceptable Use Policy and SCORE sheets

signed by her parents, it would be necessary to have school personnel identify those who have

not done so and attempt to get those signed by all students who are currently missing them. In

addition, creation of a digital citizenship program that all students must attend, would be

implemented and mandated, so that all students understand their rights and limitations within the

scope of school accounts.

CONVERSATIONS

As stated above, first and foremost would be the conversation with the student. It would include

both discussion of the content of the story and the limitations of usage within school accounts.

Secondly, all students would then be required to take a digital citizenship program. Thirdly, all

parents who have not read and signed the SCORE and Acceptable Use Policy would be reached.

REFLECTION QUESTIONS

Which equity issues were raised in your scenario?
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The equity issues raised in this scenario include the privacy of all students and equitable

distribution and dissemination of the rules and regulations under which students must comply. It

is clear that not all students were fully educated on the limitations and implications of using

school accounts for personal use. It is also clear that not all parents completed reading and

acknowledging the student code of conduct and therefore it is incredibly important that parents

also understand the scope of behaviors and implications for those behaviors. It is also a case in

which a student’s right to privacy should be protected if the expression does not disrupt learning

or demonstrate a concern of violence.

How do the action(s) you chose support equity in this fictional school? How could the action(s)

potentially perpetuate inequities?

The actions chosen support equity in so much that it presupposes the innocence of the student

and puts the onus of responsibility on the school to provide adequate information on rules and

policies to both students and parents. If the school has not met that responsibility, if the actions

made by the students are deemed not to be dangerous, then the student’s rights of privacy should

not be broken.

What restorative practices can be implemented in order to address these issues proactively,

retroactively, or both?

The digital citizenship program for all students would be a means of providing preemptive

practices for potential future issues. The restorative practices that would follow would be to
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communicate regularly with the student about appropriate content if it is seen that she continues

to write sexually explicit materials for school papers or projects.

CONCLUSION

Though the courts have determined that schools can ban or prohibit lewd or indecent speech

within the school walls, in this case, the determination is that the student was not appropriately

educated about those limitations and therefore should be given a warning. It is the responsibility

of the school first to be sure that the students understand their rights and to protect student

speech if it doesn’t pose a threat to others or themselves. Using the latest case of Mahanoy Area

School District v B.L. (2021), though related directly to off-campus expression, best fits with this

scenario in which the student believed that she was expressing herself in a way that was not

connected to the school.
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